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Peace cannot be kept by force; it can only be achieved by understanding.

Albert EINSTEIN

The CBRNe Book Series was born as an initiative of the Directive Board and of
the Scientific Committee of “International Master Courses in Protection Against
CBRNe events” (www.mastercbrn.com) at the University of Rome Tor Vergata.
The evolution and increase in Security and Safety threats at an international level
place remarkable focus on the improvement of the emergency systems to deal
with crisis, including those connected to ordinary and non—conventional events
(Chemical, Biological, Radiological, Nuclear, and explosives). In every industrial
Country there are multiple entities with specialized teams in very specific fields,
but the complexity of the events requires professionals that not only have specific
know-how, but also expertise in the entire relevant areas. Given the global interest
in these issues, the Department of Industrial Engineering and the Faculty of
Medicine and Surgery of the Tor Vergata University organize the international
Master Courses in “Protection against CBRNe events™: I Level Master Course
in “Protection against CBRNe events” (120 ECTS) and II Level Master Course in
“Protection against CBRNe events” (6o ECTS). These courses aim at providing
attendees with comprehensive competences in the field of CBRNe Safety and
Security, through teaching and training specifically focused on real needs. Both
Master Courses are designed according to the spirit of the Bologna Process for
Higher Education, the Italian law and educational system. The Master Courses are
organized also in cooperation with the following Italian Public Entities:

— Presidenza del Consiglio dei Ministri (Prime Minister’s Office);

— Ministero della Difesa (Ministry of Defence);

— Ministero dell'Interno (Ministry of The Interior);

— Istituto Superiore di Sanita (National Health Institute);

— Istituto Nazionale di Geofisica e Vulcanologia (National Institute for Geophysics
and Vulcanology);

— ENEA (Italian National Agency for New Technology, Energy and Sustainable
Economic Development);



— University Consortia CRATI, MARIS and SCIRE;
— Comitato Parlamentare per I'Innovazione Tecnologica (Parliamentary Com-
mittee for Technological Innovation).

And together with the following International Entities:

— OPCW (Organization for the Prohibition of Chemical Weapons)
— NATO Joint Centre Of Excellence (Czech Republic);

— NATO SCHOOL of Oberammergau (Germany);

— HotZone Solutions Group (The Netherlands);

— VVU-026 Sternberk (Czech Republic);

— Seibersdorf Laboratories GmbH (Austria);

— Chernobyl Centre (Ukraine).

All the above—mentioned organizations have signed official cooperation agree-
ments with the University of Rome Tor Vergata in the aim of Master course activi-
ties. The Master have also cooperation with OSCE, IAEA, ECDC, KEMEA in the
aim of the didactical activities and we are working to formalize this collaboration
with a formal cooperation agreement.

Both Master Courses have been officially granted the “NATO selected” status
and have been included in the NATO Education and Training Opportunities
Catalogue (ETOC) and also they are supported by OPCW.

The purpose of the CBRNe book series is to give a new perspective of the
safety and security risks from both a civil and military point of view, touching all
the aspects of the risks from the technological to the medical ones, talking about
agents and effects, protection, decontamination, training, emergency management,
didactic, investigation, communication and policy.

The authors will be experts of the sector coming from civil, military, acade-
mic/research and private realities. A special thanks for the realization of this series goes
to Prof. Carlo Bellecci for his initial encouragement, continuous support and help.

Nel mese di Agosto 2016 il Ministero dell'Istruzione, dell’'Universita e della Ricerca
(MIUR) ha inserito la collana nella lista di quelle ufficialmente riconosciute con i
seguenti riferimenti:

— codice di classificazione: E237557;
— titolo: CBRNE BOOK SERIES.

During the month of August, 2016, the Italian Minister for Instruction, University
and Research (MIUR) has officially added this book series in the list of the official
publications recognized by the Minister itself with the following references:

— classification code: E237557;
— title: CBRNE BOOK SERIES.
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Introduction

Chemical, Biological and Nuclear Weapons of Mass Destruction are nor-
mally found only within the military domain. However, in today’s world,
Chemical, Biological, Radiological, Nuclear and high yield explosive ma-
terials, materials have now entered the public domain. From the use of
the chemical weapon Sarin against the Japanese population, to a cloud of
radioactivity drifting across Europe following the disaster in Chernobyl,
to the outbreak of Ebola that touched people in ten countries and the
use of improvised explosive devices by terrorist groups, we are exposed
to CBRNe materials intentionally, accidentally and through the whim of
nature. To prepare for the effects of these agents upon our population,
new skills are needed and new techniques need to be learnt and practiced.
One tool that is being exploited more and more is the table top exercise or
TTX. The TTX is a versatile item of the toolbox that is relatively cheap to
design and deliver and can be used to develop awareness, validate plans,
policies, and procedures to prevent, protect, response and recover from
CBRNe incidents.

The authors, founders of INAC the International Alliance CBRN, in
this work deconstruct the table top exercise, highlighting its versatility
and usefulness. Through case studies of real exercises, the value of TTXs
to assist in building capability and identifying potential issues with capac-
ity are demonstrated.
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Glossary

CBRNe: Chemical, Biological, Radiological, Nuclear and explosives
CEPOL: The European Union Agency for Law Enforcement Training
EUROPOL: European Union Agency for Law Enforcement Cooperation
HESAR: Health Environment Safety Association Rome

HIV: Human Immunodeficiency Virus

IAEA: International Atomic Energy Agency

INAC: International Alliance CBRN

Injects: An inject describes an additional event or circumstance that re-
quires a response or action from the participant

INTERPOL: International Criminal Police Organization

MEL: Master Events List

NATO: North Atlantic Treaty Organization

NHS: National Health Service (UK)

Nuclear material: Plutonium except that with isotopic concentration ex-
ceeding 80% in plutonium-238; uraniumz233; uranium enriched in the
isotope 235 or 233

OPCW: Organisation for the Prohibition of Chemical Weapons

Orphan source: a self-contained radioactive source that is no longer un-
der proper regulatory control

PPE: Personal Protective Equipment

Radiological material: Any material that spontaneously emits ionizing ra-
diation

RDD: Radiological Dispersal Device

RFI: Request For Information
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16  Glossary

Scenario: Outline or framework of the TTX, postulated sequence or de-
velopment of events

Scene Setter: Description of the situation at the location prior to the TTX
incident

TOPOFF: Top Officials

TTX: Table Top Exercise

UNICRI: United Nations Interregional Crime and Justice Research Insti-
tute

WHO: World Health Organization

WMD: Weapon of Mass Destruction





